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Compliment existing management by Intelligent Automation to proactively detect and 

remediate IT issues and security vulnerabilities before employees/end users know they have 

an issue / are impacted

How can          help?
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Turn Minutes, Hours, and Days into SECONDS

BEFORE With Intelligent Automation
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Sample Use Cases for Neurons

• Verifying running or stopped processes
• Verifying running or stopped services
• Verifying Installed or missing programs
• Antivirus compliance 
• Uptime compliance 
• UAC compliance 
• Verifying Cloud storage provider usage
• Verifying disk encryption compliance
• Verifying firewall compliance 
• Detecting unexpected Admin Users 

Cyber Hygiene Automation

• Battery health degradation response
• Proactive Disk space management 
• Large User profile response 
• Default browser detection 
• Poor disk performance response 
• Clear browser cache 
• App crash response 
• Respond to BSODs 
• Respond to poor login performance 
• Disk SMART health response 
• High CPU response 
• High Memory response 

User Productivity Remediation Automation
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How                          augments current IT Management
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Ivanti MDM

IT Systems 

Management

IT Systems 

Management Ivanti EPM

Ivanti NeuronsInsights Actions

IT infrastructure

No need to replace existing management systems – augment them to improve service experience
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Neurons Discovery – Visibility is key

Single Source of Truth

Passive, Active, 

Windows Remote 

Inventory, SNMP 

Scans

Connectors

Device Normalisation 

and Reconsiliation

▪ Devices

▪ Users

▪ Software

▪ Service
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▪ Devices

▪ Users

▪ Software

▪ Service

For Edge 

Intelligence

For Spend 

Intelligence

For Patch 

IntelligenceInsights

Single Source of Truth

Real time 

Performance, 

Inventory, Location, 

Issue Data

Risk based vulnerability 

intelligence and patch 

information

Software usage insight, 

full software inventory,

Contract renewal data, 

SaaS usage, cost 

optimisation

Digital Experience Score
Based on Device, Security, Application and 

Service Insights

Insights
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For Workspace

For Healing

For Patch ManagementActions

Insights

Automate the monitoring, 

alerting and remediation 

of issues, allowing more 

proactive response to 

issues

Reduce complexity, resolution 

times and escalation costs by 

automating processes, and 

improve productivity

Reduces risk by focusing 

on most critical and 

relevant patches aligned 

with vulnerability 

management

Resulting in better management, reduced 

hardware and software costs, reduced labour, 

and great digital experience for end users



Copyright © 2024 Ivanti. All rights reserved. 9

Single Source of Truth Experience metrics

Intelligent Automation Out-of-the-box 

integration

Key Differentiator Summary

Licensing - 
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Data Centre 

Infrastructure

MDM 

Solutions

SaaS Applications

End User Hardware

Endpoint Management Solutions

File Import

Identity 

Solutions IT Service 

Management 

Solutions

Endpoint Security 

Solutions

Cloud 

Infrastructure
Connectors
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It all starts with a Base, then you add Ingredients

IN-PLATFORM-CSV-C

IN-DISC-C

IN-EDGE-INTEL-C

IN-HEALING-C

IN-WKSPACE-C AM-AMC-C

SM-SM-xxx-C

MI-UEM

IN-PATCH-MEM-C

IN-PATCH-MGT-C

IN-SPEND-INTEL-C

Please note - Prices are indicative and may change. Please consult your Ivanti Reseller for updated pricing.
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for DEX

IN-DEX-DVC-C

AM-AMC-C

SM-SM-xxx-C

MI-UEM

IN-PATCH-MEM-C

IN-PATCH-MGT-C

IN-SPEND-INTEL-C

Please note - Prices are indicative and may change. Please consult your Ivanti Reseller for updated pricing.
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for UEM

IN-UEM-CLD-C

AM-AMC-C

SM-SM-xxx-C

IN-PATCH-MEM-C

IN-PATCH-MGT-C

IN-SPEND-INTEL-C

Recipe

Please note - Prices are indicative and may change. Please consult your Ivanti Reseller for updated pricing.



Copyright © 2024 Ivanti. All rights reserved. 14

for ITSM w/Healing

MI-UEM

IN-PATCH-MEM-C

IN-PATCH-MGT-C

Recipe

IN-SM-HEAL-USER-C

Please note - Prices are indicative and may change. Please consult your Ivanti Reseller for updated pricing.
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Device details



Copyright © 2024 Ivanti. All rights reserved.



Copyright © 2024 Ivanti. All rights reserved.



Copyright © 2024 Ivanti. All rights reserved.



Copyright © 2024 Ivanti. All rights reserved.

Ivanti Neurons for Patch Management 

Ivanti Neurons for 

Patch Management 

Evolve to a risk-based 

vulnerability remediation 

strategy. Ivanti Neurons for 

Patch Management is a cloud-

native patch management 

solution built to modernize how 

IT organizations need to 

respond to security risks 

presented by software 

vulnerabilities. 
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Ivanti Neurons for Patch Management 
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Ivanti Neurons for Patch Management 
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Ivanti Neurons for Patch Management 
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Proactively patch against the 
riskiest vulnerabilities in your 
environment with 
vulnerability ratings that 
account for real-world risks.

Save time and reduce patch 
deployment failures with 
patch reliability insights from 
crowdsourced social 
sentiment data and 
anonymized patch 
deployment data.

Target the patches that 
remediate the riskiest 
vulnerabilities with insights 
into the risk exposure that a 
patch resolves – including 
ties to ransomware.

Start your journey from on-prem 

patch management to the cloud 

with the strength of Ivanti’s patch 

technology.

Visibility into all endpoints, 

advanced vulnerability and 

patch insights, and full patch 

management capabilities in a 

single web interface.

Comprehensive patch 

management capabilities for 

Windows and third-party 
applications.

Ivanti Neurons for Patch Management – Key Takeaways

Patch management Cloud-native solution Single pane of glass

Risk-based prioritization Active threat context Patch reliability



Copyright © 2024 Ivanti. All rights reserved.

Operational 
Awareness

Real-Time Sensor Under 15 
Seconds to Query 

all Devices

Sensor Based 

Trending Snapshots Visualize Current 
State of Devices 

Ivanti Neurons: Edge Intelligence 

Real Time Intelligence
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Edge Intelligence details



Copyright © 2024 Ivanti. All rights reserved. 27

Edge Intelligence details
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Ivanti Neurons: Spend Intelligence
Software & Cloud Usage Insights

Discovered Software Management 

• Product Installations, Normalized against Software 

Library 

• Installs, Usage, EOL, Prohibited, Reclamation

Software Usage & Spend Management

• Purchase imports (MLS and more)

• SKU Library

• Contract and License Spend Dashboards, Renewals

• Usage vs Purchase Comparison

SaaS

• Microsoft, Adobe, SFDC & SSO integration 

• User and Usage view across any SaaS applications 

via SSO

• Activity & Spend on MS, Adobe & SFDC
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Real-Time Data Remote Control DEX Score Password Reset

Reboot Device Actions Aggregated 
Device and 

People Views

Ivanti Neurons: Workspace

IT Analyst Workspace for a 360° view
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Custom Actions with Neurons Bots

Neurons Workspace provides the ability to create and use custom actions

Resolve More 

Issues On the 

First Call

Effective 

Diagnosis
Better 

Experiences

Automated 

Actions
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Custom Actions with Neurons Bots

Neurons Workspace provides the ability to create and use custom actions
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Contextual Low Code, No 
Code

Personalized Device Actions

API Integrations Variable Support Real-Time or 
Scheduled

Ivanti Neurons: Healing

Automation for Productivity, Continuity, Optimization, and Compliance
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App Distribution

App Distribution from the cloud, available as part of Ivanti Neurons for Healing

• Easily deploy applications to your users' 

devices

• Mass & 1:1 deployment

• Custom & complex applications

• Target groups (Neurons or AD) or 

individual devices

• Workflow editor for simplified package 

creation

• Version tracking

• State management

• Custom script support

• In-app troubleshooting & distribution 

status

• Perpetual app deployment detects and 

pushes the latest app packages so you can 

ensure your apps are always up-to-date and 

secure
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Scheduled Actions with Neurons Bots

Neurons Healing provides the ability to create and use scheduled actions

Better 

Experiences

Proactive 

Visibility

Automated 

Actions
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Scheduled Actions with Neurons Bots

Neurons Healing provides the ability to create and use scheduled actions
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Scheduled Actions with Neurons Bots

Neurons Healing provides the ability to create and use scheduled actions
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Scheduled Actions with Neurons Bots

Neurons Healing provides the ability to create and use scheduled actions
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Neurons Bots Monitor and Remediate the Digital Experience

Examples out of the box Neurons Bots

Security & Policy Compliance

Interactive CPU troubleshooter

Windows 11 upgrade readiness checker

User device satisfaction survey (DEX)
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Digital Experience Management Score

The convergence of ITSM, UEM and Cyber Security is the Digital Experience.

Optimal Digital Experience driven by contextual, insight-driven Automation and Self-Healing.
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Device

• Device Age

• Battery

• CPU

• Memory

• Storage

• OS Update Install Date

• Boot Degradation

• System Failures

Security

• Antivirus

• Firewall

• User Access Control

• Patch Status

Service Mgmt

Application

• Mean-Time-to-

Resolution

• Incident Sentiment

• User Survey

• Priority and 

Urgency

• Application Errors

Anomaly Detection
Unsupervised Machine Learning model 

using historic device data to identify 

deviation from norm

Statistical Model
Mean and standard deviation of historic 

device data are used in standardizing metrics 

into scores

Sentiment Analysis
Pre-trained sentiment analysis service is 

applied to ongoing tickets to gauge sentiment 

of employees

METRICS USED METHOD USED

Metrics & Algorithm Used to Calculate DEX Score

Cover Broad Aspects of IT & Digital Experience

Machine Learning algorithms to produce a combined metric of holistic Digital Experience.
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Thank you
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